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Software Requirements Specification for Geo-fencing 
1. Introduction

Geo-fencing feature allows content providers to restrict multimedia files from being distributed to certain geographic locations. These restrictions are described by geo-fencing policies specified by administrators. The Peer-assisted Content Distribution Network (pCDN) system considers a flexible format of restriction policies, and provides administrators user-interface for efficiently creating, modifying, and deleting restriction policies. This document specifies the user requirements for the geo-fencing feature. 
2. System Features

We identify and organize the functional requirements to support geo-fencing, which is a critical feature to large-scale content providers. 
2.1 Administrator Account Management
2.1.1 Description
A pCDN server maintains multiple administrator accounts, while the server user-interface is password-protected. All administrators can manually start and stop the pCDN server service. Every account is assigned with one of the three levels of privileges: (i) normal, (ii) content, and (iii) system. Normal administrators can observe statistical counters, but are prohibited from other operations. Content administrators can manipulate the contents provided by the system, such as adding a new podcast episode into the system. Content administrators can also manipulate the geo-fencing policies, such as restricting a video clip to be not accessible outside Canada. In addition to aforementioned operations, system administrators can manipulate the administrator accounts. 
2.1.2 Requirements

[R1] A pCDN server shall allow three levels of administrators: system, content, and normal.
[R2] A pCDN server shall allow all administrators to start and stop the pCDN server service, as well as to observe statistical counters.

[R3] A pCDN server shall allow content and system administrators to create, delete, and modify the multimedia files in the system.
[R4] A pCDN server shall allow system administrators to create, delete, and modify administrator accounts.  
2.2 Content Management
2.2.1 Description

To provide better security, a pCDN server requires administrators to explicitly add files into the system. That is, pCDN clients are not allowed to inject unapproved multimedia files into the system. Administrators add a new multimedia file by providing its meta information, such as its URL, to the pCDN system. Several multimedia files referred by a podcast feed URL can also be imported. The meta information of files in the system can be modified by administrators. Administrators can also remove obsolete files from the system. It should be pointed out that multimedia files may not need to be referred by a podcast feed. Instead, any multimedia files that are available on web servers can be distributed with our pCDN system.
Multimedia files are aggregated into groups, where each group contains one or more files. Administrators can create a group by manually selecting files. Administrators can also create a group with all multimedia files referred by a feed URL. Administrators can add files into or remove files from existing groups. 
2.2.2 Requirements

[R5] A pCDN server shall allow administrators to insert multimedia files into the system. Multimedia files can be manually inserted by administrators. Several multimedia files referred by a feed URL can also be inserted by administrators.  
[R6] A pCDN server shall allow administrator to remove multimedia files from the system, and to modify multimedia files in the system.
[R7] A pCDN server shall only allow file transfers for multimedia files in the system, i.e., a pCDN server shall prevent users from exchanging unapproved multimedia files. 

[R8] A pCDN server shall allow administrators to create groups. Each group contains one or more multimedia files, which can be manually selected by administrators. Administrators can also create a group that contains all multimedia files referred by a feed URL.
[R9] A pCDN server shall allow administrators to add multimedia files into existing groups, and to remove multimedia files from existing groups. 
2.3 Centralized Content Table
2.3.1 Description

Upon being inserted into the system, each multimedia file is assigned an MD5 hash as its unique identifier. The complete URL (excluding “http://” and encoded parameters) to a multimedia file is used to generate its MD5 hash. Messages use file id, instead of the URL, to specify a multimedia file for a few reasons. First, using 128-bit MD5 hash codes is more efficient as they are typically shorter than URLs. Second, using file id prevents un-necessary URL exposure thus results in a more secure system. That is, pCDN clients have to explicitly request the file’s URL in order to download them from web servers. Explicit requests enable a pCDN server to enforce geo-fencing policies.
A centralized multimedia file table eliminates the error-prone process of converting an ordinary feed file into a peer-to-peer version. This file table is used by pCDN servers to search for the file URL given a file id. This file table is also used by web servers to generate podcast feed files using scripting languages such as PHP. Two versions of podcast feed files are generated from the file table: (i) client-server version that redirects podcast clients to web servers, and (ii) peer-to-peer version that redirect podcast clients to pCDN client running on the same machine. 
The file table should at least contain the following fields: (i) file id (MD5) as a unique identifier, (ii) file URL as a mandatory field, (iii) file length as a mandatory field, and (iv) feed URL as an optimal field. 
Do note that more fields are required for feed file generation. 
2.3.2 Requirements

[R10] A pCDN server shall maintain a centralized content table, which is also used to generate podcast feeds on-the-fly.

[R11] Messages, except for requests of multimedia file URLs, contain fixed-length file ids instead of file URLs.
2.4 Restriction Policy
2.4.1 Description

A pCDN server allows administrators to define restriction policies. Request messages that are matched with any of these policies are denied from pCDN service, i.e., requests are rejected. A restriction policy consists of four parts: (i) a group id, (ii) a subnet address, (iii) a geo-location, and (iv) a time period. The group id is mapped to one or more multimedia files as described earlier. The subnet address is composed of an IP address and a netmask. The geo-location specifies a country, a region, or a city. The time period specifies a start-time and a stop-time. Administrators can add a negation in any parts. Wildcard characters, denoted as asterisks, are also allowed. An asterisk in the group id matches with all multimedia files. An asterisk in the subnet address matches with all IP addresses. An asterisk in the geo-location database matches with any locations. An asterisk in the start-time indicates any time earlier than stop-time matches with this policy, while an asterisk in the stop-time indicates any time later than the start-time matches with this policy. 

2.4.2 Requirements

[R12] A pCDN server shall maintain a list of restriction policies, where each policy is composed of a group id, a subnet address, a geo-location, and a time period. Administrators shall be allowed to manipulate these policies. 

[R13] Each policy field contains at most an asterisk and a negation, while these two symbols can not be mixed with other characters.  
[R14] A pCDN server shall not process requests for senders and requests for URL if the requesting client matches any restriction policy. 



�‘http://’ should not be part of the hash as it never changes, and makes the hash space smaller.


�If the file is not part of a feed, is there going to be a feed url? Should make this a unique identifier, not nessesarily the feed url.





